CJIS Security and RBAC Audit
Report

Implementation report for the CJIS repository

Source: CJIS

Repository: CJIS

Component: backend/*

Completed: Sep 23, 2026 at 01:25 PM PHT

Summary

The backend architecture was comprehensively overhauled to strictly
enforce Role-Based Access Control (RBAC), patch critical IDOR (Insecure
Direct Object Reference) and SQL Injection vulnerabilities, and
guarantee database execution integrity via MySQL transactions.

Implemented Updates

* Injected a strict require permission() check across 133+ backend
endpoints, ensuring users cannot bypass frontend Ul restrictions via
direct APl POST/DELETE requests.

* Patched critical IDOR vulnerabilities in deletion endpoints (e.qg.,
delete employee.php) by strictly isolating queries to the authenticated
user’s assigned brands.

» Refactored 16+ core backend files to replace raw, vulnerable conn- >
query() < /code > executionswithhighlysecure, parameterized < code>con
n->prepare() statements to prevent SQL Injection.

* Wrapped complex operational endpoints (e.g., update attendance.php,
add _overtime request.php) in strict MySQL begin transaction() and
commit() blocks to prevent partial-writes and orphaned data during
execution failures.



Validation

* PHP syntax checks (php -1) completed successfully across all modified
endpoints.

* Automated AST parsing scripts verified 0 remaining vulnerable SQL
string concatenations in targeted core files.

* Brand isolation tests confirmed unauthorized deletion requests are
instantly rejected.

Screenshot Evidence — CJIS (Code
Changes)

1. RBAC Enforcement (Example: delete_department.php)

<?php
include("../server/cors.php");
include("../server/connection.php");
require_admin_state();

+require permission($conn, 'can delete');

+

$data = get sanitized input();

2. IDOR Prevention & Brand Isolation (Example: delete_employee.p
hp)

// User brands check
$user brands = $ SESSION[ 'user brands'];

-$sql = "DELETE FROM employees WHERE employee id = '$id'";
-$conn->query($sql);

+ // 1. Verify the employee belongs to an allowed brand

+

$check stmt = $conn->prepare("SELECT brand id FROM employees WHERI

+

$check stmt->bind param("s", $id);

=+

$check stmt->execute();

+

$emp = $check stmt->get result()->fetch assoc();

+

if (!'in_array($emp['brand id'], $user brands)) { die(); }



+

// 2. Proceed with deletion

=+

$del stmt = $conn->prepare("DELETE FROM employees WHERE employee :

=+

$del_stmt->execute();

3. SQL Injection Remediation (Example: add_department.php)

$sql = "INSERT INTO departments (department id, department name) )

$conn->query($sql);

=+

$sql = "INSERT INTO departments (department id, department name) )\

+

$stmt = $conn->prepare($sql);

+

$stmt->bind param("ss", $id, $name);

+ $stmt->execute();

4. Execution Integrity & Transactions (Example: add_overtime_requ
est.php)

=+

$conn->begin transaction();

=+

try {

if ($updateStmt->execute()) {
overtime refresh request snapshot($conn, (int)$request id,
+ $conn->commit();

$emailSent = sendOvertimeEmail(...);
echo json encode(["success" => true]);

}
} catch (\Throwable $e) {

+

£ $conn->rollback();

+

echo json encode(["success" => false, "message" => "Transactic



	CJIS Security and RBAC Audit Report
	Summary
	Implemented Updates
	Validation
	Screenshot Evidence — CJIS (Code Changes)


